ActiveX plugin installation for Internet Explorer

The ActiveX plugin is an alternative to the Java API, which used to work with the means of cryptographic protection. ActiveX components are supported
only in the Internet Explorer. In this regard you need to perform your browser's security settings for the correct operation of the ActiveX plugin. ActiveX is
launched when the client connects to the Web-client. When using the ActiveX plugin, you do not need to download and install Java and Java API.
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ActiveX plugin installation

Setting up ActiveX plugin starts with running the NRD. Act i veX. Set up. This will open the Setup Wizard window, where you need to click Next (Fig. 1).

Download links

Download file

G} ActiveX plugin installation is carried out under an administrator account. You must have .NET Framework 4.5 installed on your computer.
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Welcome to the NRD.SignatureApplet Setup
Wizard
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The installer will guide you through the steps required to install NRD.SignatureApplet on your
computer.

WARMING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distrbution of this program, ar any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel < Back

Figure 1 — the Setup Wizard window
In the next window you need to:

1. click the Browse button to select the folder (Fig. 2,1) (by default: :\Program Files (x86)\IT Global\ (Fig. 2,2));
2. choose the type of installation (Fig. 2,3):

a. Everyone — the plugin will run on this computer for all users;

b. Just me — the plugin will run only for the current user.
3. click the Next button (Fig. 2,4).

(D It's recommended to use default settings.


http://docs.itglobal.ru/display/RW/Java+API
http://itglobal.ru/pki/NRD.ActiveX.Setup.msi
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Select Installation Folder A

The installer will install NRD.SignatureApplet to the following folder.
To install in this folder, click "Next”. To install to a different folder, enter it below or click "Browse™.

Folder: 1
@\Program Files [#8E]M T GlobalhWR D Signaturedppleth ) C Browse... :)

-

Install NRD.Signature Applet for yourself, or for anyone who uses this computer:

Cancel | | <Back | | MNet> )

Figure 2 — select the folder

Then click Next to install components (Fig. 3).

15! NRD.SignatureApplet

Confirm Installation

The installer is ready to install NRD . SignatureApplet on your computer.

Click "Next" to start the installation.
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Figure 3 — run the installation of components

The installation process might take a few minutes.



15! NRD.SignatureApplet

Installing NRD_SignatureApplet

MNRD . SignatureApplet is being installed.

Please wait...

Figure 4 — installation progress

After completing the installation an information window will be displayed (Fig. 5), where you should click Close to exit the installation wizard.
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Installation Complete
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NRD SignatureApplet has been successfully installed.

Click "Close" to ext.

Please use Windows Update to check for any critical updates to the .NET Framework.

Cancel < Back

Figure 5 — completing installation

Next, you need to perform the browser's security settings.

Internet Explorer settings

To run ActiveX plugin in Internet Explorer, you must:

1. goto menu Tools Internet Options Security;



2. select the Trusted sites (Fig. 6,1) and click the Sites (Fig. 6,2);

Internet Options ?

General | Security |Pri1\tac5-I | Content | Connections I Programs | Advanced |

Select a zone to view or change security settings.

Internet  Local ntrane) Restricted

sites 2

Trusted sites 5 - '1
f This zone contains websites that you ‘- — e

trust not to damage your computer or

your files.

Security level for this zone
Allowed levels for this zone: All

Medium
- Prompts before downloading potentially unsafe

- content
- Unsigned ActiveX controls will not be downloaded

[ ]Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Reset all zones to default level
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Figure 6 — go to security settings

3. remove the switch box (Fig. 7,1) to add the URL with the http-protocol. URL with https-protocol are added regardless activated switch box or not;
Trusted sites

You can add and remove websites from this zone. All websites in
LY this zone will use the one's seourity settings.

Add this website to the zone: 3
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Figure 7 — add the URL of the Web office in the list of trusted sites

4. specify the URL of the Web-client (Fig. 7,2) and click the Add button (Fig. 7,3). As the result, the URL will be added to the list of trusted sites (Fig.
74);

(D If you plan to use Web-client as in the test and production environment, you must add the URL of the required versions:
® URL (test PL) — https://repository1l.itglobal.ru/lkr;

® URL (test GUEST) — https://repository3.itglobal.ru/lkr;
® URL (production) RSA and GOST - https://cabinet.nsd.ru/repository/.


https://repository1.itglobal.ru/lkr
https://repository3.itglobal.ru/lkr
https://cabinet.nsd.ru/repository/

5. click the Close button (Fig. 7,5);
6. click the button in the Internet Option (Fig. 6,3).

hecking of the ActiveX plugin

After that you need to check that the ActiveX plugin is enabled. To do this:

1. go to the Web-client site (see Authentication in the Web-client);

2. go to browser menu Tools Manage add-ons;
3. find in the list the ActiveX plugin (Fig. 8). The status of the plugin must be Enabled. Click the Enable button, if the ActiveX plugin is disabled.

Manage Add-ons s

View and manage your Internet Explorer add-ens

Add-on Types Name Publisher Status Architecture
F Toolbars and Extensions Mot Available
R.-; Search Providers NRD.ActiveX.Signaturefpplet Mot Available Enabled 32-bit )
[ Accelerstors Oracle America, Inc.
Java Plug-in 11.11.2 Oracle America, Inc. Enabled 32-bitand ...
OTrackmg Protection Java Plug-in 1.6.0_45 COracle America, Inc. Enabled 32-bitand ...
'V Spelling Correction Java Plug-in11.11.2 Oracle America, Inc. Enabled 32-bitand ...

Show:

Downloaded controls -

Select an add-on te modify status or view details.

Disable

Find more toclbars and extensions...
Learn more about toclbars and extensions Close

Figure 8 — plugin activation

As a result the ActiveX plugin will be used as the implementation of the EDS.

Possible errors

When you login into the Web-client the ActiveX plugin error occurs you need to perform an additional security settings. To do this:

1. goto menu Tools Internet Options Security;


https://docs.codestetic.com/display/RW/Authentication+in+the+Web-client

2. set the security level to Medium (Fig. 9,1);

Internet Options ?

General | Security |Pri1\tac5-I | Content | Connections I Programs | Advanced |

Select a zone to view or change security settings.
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[ ]Enable Protected Mode (requires restarting Internet Explorer) 2
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Figure 9 — security settings

3. click the Default level button (Fig. 9,2) to return to the original browser settings. This button is active if you have changed Default security settings;
4. click the OK button (Fig. 9,3).

Next, you need to repeat the login. Authorization in the Web-client must be completed successfully.
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